J ldentityLogic Consulting WE FIX BROKEN IAM PROGRAMS.
ZERO TRUST - IDENTITY-FIRST ARCHITECTURE

Zero Trust is a
control-plane
decision, not a
vendor purchase.

Three years after Zero Trust became the dominant security
architecture conversation, the gap between organizations that
have operationalized it and organizations that have purchased
it has never been wider. This is what closing it looks like.
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§ 01 - THE PREMISE

Buying Zero Trust products has not
produced Zero Trust outcomes.

NIST SP 800-207 has been the reference framework since 2020.
The Federal Zero Trust Strategy (OMB M-22-09) set deadlines
that have come and gone. Yet credential-based attacks still drive
22% of breaches, MFA fatigue is up 217% year-over-year, and
supply-chain compromise is now the most expensive incident
category to resolve.

The reason is structural. Zero Trust is a set of architectural
decisions about which control plane gets the final say on
access. Network-centric Zero Trust — microsegmentation,
ZTNA tunnels — is necessary but not sufficient. The control
plane that survives every 2026 attack pattern we have seen
is identity.

This paper makes the case for identity-first Zero Trust,
shows how the year's most consequential breaches
map to specific identity-control failures, and lays out
the operational program that turns the architecture into
shipped controls.
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WHAT ZERO TRUST IS

NIST SP 800-207 defines it as a
set of paradigms that move de-
fenses from static, network-
based perimeters to focus on
users, assets, and resources.
Three principles do the work:
never trust by default, always
verify explicitly, and assume the
network is already
compromised.

WHAT IT IS NOT

Not a product. Not a VPN re-
placement. Not solved by SSO,
MFA, or microsegmentation
alone. Each of those is a control
that contributes to a Zero Trust
architecture; none of them,
individually, makes a program
Zero Trust.
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§ 01 - THE CONTROL-PLANE QUESTION

Identity is the only Zero Trust
pillar that holds in 2026.

Network is no longer a meaningful boundary. Device posture is necessary but easily falsified.
By 2026, more than three-quarters of enterpris-  MDM enrollment, EDR health, and certificate-
es run hybrid or multi-cloud. Workloads move based device identity assume a managed fleet.

between clouds and accounts; traffic thatused  Contractor laptops, BYOD, and vendor endpoints
to traverse a corporate firewall now flows direct- break the assumption. The 2024 Snowflake cus-

ly between SaaS providers. The DBIR's 30% tomer breaches illustrated the cost: stolen cre-
third-party breach finding is a direct dentials worked from any device because policy
consequence: when the network does not did not require device trust as a gate.

bound trust, third-party access becomes a
primary attack path.

p
THE PILLAR THAT HOLDS

Identity is the only pillar present at every access decision. Every authenticated request — hu-
man or machine — asserts an identity. Make the assertion strong, scope the permissions tight-
ly, monitor behavior continuously, and the architecture becomes Zero Trust whether or not the
network ever cooperates. This is why every analyst framework now positions identity as the
foundational pillar, and why the 2026 Gartner IAM Summit centered on identity as the de-facto
Zero Trust control plane.
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02 - BREACHES MAPPED TO CONTROL GAPS

ZERO TRUST IN ACTION

§ 02 - BREACH ANCHORS

Every recent headline incident is a
Zero Trust failure that names itself.

The breaches that defined 2024 through early 2026 are not novel attack patterns. They are predictable
consequences of specific Zero Trust principles that were not implemented at the control level. None of
these mappings require speculation — the post-incident reports identify the missing control directly.

INCIDENT YEAR

PRINCIPLE VIOLATED

SPECIFIC CONTROL THAT WAS MISSING

Change Healthcare 2024

Snowflake customer breaches 2024

Conduent 2025

tj-actions GitHub Actions Mar 2025
credentials
Marks & Spencer / Co-op / Apr—May
Harrods 2025
Hims & Hers (Okta SSO via Q1 2026

Zendesk) monitoring

Verify explicitly

Assume breach - Verify explicitly

Least privilege - Assume breach

Least privilege - Ephemeral

Verify explicitly - Assume breach

Verify explicitly - Continuous

Phishing-resistant MFA on Citrix; a single
password granted access

MFA was optional; service accounts had no MFA
enforcement

Third-party access scoped to provider, lateral
movement to clients

Long-lived PAT instead of short-lived workload
identity tokens

Help-desk credential resets had no identity-
proofing step

Cross-tenant SSO trust without anomaly detection
(ITDR gap)

Every incident traces to a Zero Trust principle that is published, defined, and
well-understood. The gap is not knowledge. The gap is operationalization.

— IDENTITYLOGIC PRACTITIONER NOTES, Q1 2026

PATTERN IDENTITY STAYS IN THE CHAIN

Six incidents, six different vendors and sur-
faces — and an identity control sits at the
center of every one. In 2024 it was missing
MFA. In 2025 it was unscoped third-party
trust and long-lived static credentials. In
2026 it is cross-tenant SSO without ITDR.
The technique evolves; the broken control
plane does not.
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PATTERN THE FIX PREDATES THE INCIDENT

Every control in the rightmost column was
a published, vendor-supported pattern be-
fore the incident occurred. None of these
breaches required a new invention to
prevent. They required a program that

had operationalized what the architecture
already specified.
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§ 03 THE OPERATIONAL PROGRAM

Six controls that turn architecture
into shipped outcomes.

Zero Trust as architecture is well-documented. Zero Trust as an operational program is where most en-
terprises stall. The six controls below are what we recommend implementing first, in this order. The se-

quence is intentional: phishing-resistant authentication has to come before ITDR, because there is no
point detecting anomalies on credentials that were never strong.

01

03

05

AUTHENTICATE

Phishing-resistant MFA, default everywhere

FIDO2 hardware keys or platform passkeys for all interactive
logins. SMS retired. Push-notification MFA treated as a base-
line, not a destination. The 217% rise in MFA fatigue attacks
is the warning.

ELEVATE

Just-in-time privileged access

Standing administrator access reduced to break-glass only.
Privilege elevated on request, time-bounded, session-record-
ed, reviewed. Combined with FIDO2, this is the single largest
reduction in privileged blast radius available today.

SCOPE

Scoped third-party and partner access

Vendor and partner identities federated into a separate trust
boundary, with explicit scopes per integration, time-bounded
grants, and continuous review of OAuth grants and SAML
federations. Treat every external integration as the start of
an attack path until proven otherwise.

ORDER OF OPERATIONS

02

04

06

FEDERATE WORKLOADS

Workload identity federation for non-human
identities

Long-lived static credentials replaced with short-lived tokens
issued at runtime to authenticated workloads. SPIRE, AWS
IAM Roles Anywhere, GCP/Azure Workload Identity. The tj-
actions breach is the cost of not adopting this.

DETECT

Identity Threat Detection & Response (ITDR)
Authentication and authorization events streamed to the
SOC as first-class telemetry. Detection logic for cross-tenant
SSO anomalies, dormant reactivation, privilege creep, and
service accounts behaving interactively. ITDR is now distinct
from SIEM in mature programs.

CERTIFY

Continuous, activity-based certification

Quarterly access certifications replaced with reviews that
flag entitlements no one has used. For non-human identities
this is non-negotiable: no human reviewer certifies millions
of service accounts. Certification logic moves to automated
rules with human review on exceptions.

e ZERO TRUST IN ACTION

The sequence is not arbitrary. Detection on weak credentials produces noise. JIT elevation on

standing-admin estate produces audit fiction. Third-party scoping without workload federation
pushes long-lived secrets to partners. Each step depends on the one before it; skipping levels

is the most common failure mode we see.

2026

THE OPERATIONAL PROGRAM
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§ 04 - A PRACTITIONER-GRADE MATURITY VIEW

CISA's four stages, translated into the controls
that actually move the program forward.

Most enterprise programs we assess sit at Initial or early Advanced. The Federal Zero Trust Strategy
targeted Advanced for federal agencies; in practice, partial Advanced is the realistic 2026 state across
most of the private sector.

STAGE AUTHENTICATION AUTHORIZATION MONITORING
| Traditional Password + optional SMS MFA Standing privileged access; broad Authentication logs in IDP, no SOC
RBAC integration
Initial MFA mandatory for privileged users; Some PAM coverage; periodic Authentication events feed SIEM
push notifications certifications
Advanced Phishing-resistant MFA default; JIT elevation; scoped third-party; NHI ITDR live; cross-tenant anomaly
passwordless for most users inventory complete detection
Optimal Passwordless universal; continuous Adaptive privilege; bounded Identity-event-driven SOC playbooks;
' behavioral validation ephemeral identity for Al agents automated response
( .
WHAT PROGRESS ACTUALLY Order matters more than tooling.
LOOKS LIKE Programs that try to skip a stage by purchasing the most
Moving one stage takes 12-24 advanced product typically end up with an Advanced plat-
months for a Fortune-500-sized form running in Initial mode — the configuration that most
program, and almost always in- consistently fails in audit. The pattern is sequence-driven,
volves a platform consolidation not vendor-driven.

step — replacing two or three
overlapping IDPs, retiring
custom auth in legacy apps,

The implication for buyers is simple: a 2026 Zero Trust
roadmap that does not sequence the controls in operation-
o . al order is a procurement plan disguised as an architecture.
unifying privileged access. _ _ . _
The controls in §03 are listed in the order they should ship.
Most enterprises do not have a Zero Trust gap. They have an order-of-operations gap.

— PRACTITIONER FIELD NOTE - 2026
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§ 05 HOW WE HELP

mapped to where Zero Trust stalls.

IdentityLogic Consulting fixes broken IAM programs across the seven domains that anchor an identity-
first Zero Trust architecture: IGA, PAM, AM, CIEM, CIAM, PIAM, and vlIAM. Our four engagement mod-
els meet clients at the maturity stage where the program has actually stalled.

ENGAGEMENT MODEL

WHERE IT FITS

WHAT WE DELIVER

Advisory

Implementation

Managed Support

Fractional Leadership

Zero Trust strategy on paper; no
operational program; CISA maturity
assessment overdue

Strategy is set; engineering execution is
the gap (MFA rollout, PAM, ITDR
integration)

Live IAM platforms; operational drift; ITDR
alerts going unanswered; NHI rotation
lapsing

No IAM owner driving the Zero Trust
program day to day

Current-state assessment against NIST 800-207 and CISA
ZTMM,; target architecture; platform selection; three-
horizon roadmap with prioritized risk reduction

End-to-end SailPoint, Saviynt, Okta, CyberArk, BeyondTrust,
and Ping engineering by practitioners who have shipped at
Fortune-500 scale, including phishing-resistant MFA
rollouts and ITDR integration

Steady-state run-and-improve: connector health,
certification cycles, JIT policy tuning, NHI inventory and
rotation, monthly governance reporting to the CISO

VIAM (virtual IAM leadership) covering Zero Trust strategy,
vendor management, audit response, and stakeholder
communication on a fractional basis

SCHEDULE A FREE 30-MINUTE IAM ASSESSMENT CALL

Practitioner conversations, not sales pitches.

We work primarily with security leaders and IAM architects who already know they have a program

problem. IdentityLogic Consulting LLC is a Minority-Owned Small Business based in Arlington, VA.

IDENTITYLOGICCONSULTING.COM CONTACT@IDENTITYLOGICCONSULTING.COM

(703) 843-6787
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